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“The market needs insurers to
study the feasibility of insuring
costs relating to loss of infor-

mation; in order to do this the

insurance companies analyse
the various aspects in con-
nection with these risks”

1. Introduction

The extent to which companies depend
on their computer systems and their
complex nature have given rise to
increasing concern about safeguarding
the systems’ ongoing operation from
faults and interference. Furthermore, pro-
tection of data on third parties, customers
and employees contained in databases is
of prime importance in controlling privacy
and rendering it safe from interference
and preventing leakage of information to
others. In order to achieve the foregoing
it is necessary to set up a series of meas-
ures to ensure that computer systems are
securely protected against service inter-
ruptions.

Corporate concern about security and
the correct functioning of equipment has
led to an increase of 60% in expenditure
on IT applications for data protection
and security purposes, whereas other
areas, such as software updates, have
maintained their growth in recent years.
Attacks, whether by sabotage or virus or
even as a result of natural disasters such
as earthquakes, fires or hurricanes can
wreak havoc on equipment and databas-
es, causing important information losses
and major direct expenditure in addition
to possible negative effects on the com-
pany’s future image and reputation.

This concern with security entails major
expenditure on contingency plans and
safeguards, whose maintenance and
readiness need specialized personnel

in the different areas that comprise the
company’s IT network. In some cases
these services have been outsourced to
other companies, however this does not
eliminate the problem because the same
defence mechanisms must be set up in

the outsourcing company.

In view of this situation the market needs
insurers to study the feasibility of insuring
costs relating to loss of information; in
order to do this the insurance companies
analyse the various aspects in connec-
tion with these risks, ascertain which
studies need to be carried out, the costs
involved, and, finally, whether the risks are
insurable.

This article attempts to identify the risks
and in general terms the preventive
measures that can be taken to insure the
information. There follows a brief review
of a possible plan for continuing the
business and recovering information in
catastrophic situations, in addition to set-
ting out what the insurance company can
do to offset the financial costs incurred
through loss of information and equip-
ment.

2. 2. Risk Analysis -
Contingency Plans

Risk Factors

Various studies on the reasons for data
loss in computer systems have shown
that up until six years ago the main
causes were hardware faults or equip-
ment malfunction, whereas today losses
caused by viruses, sabotage and other
external factors have increased.

Amongst the reasons for corporate data
loss (see Table 1-page 14) are the follow-
ing:

A Hardware failures in the computer sys-
tem

A Human error
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A Software failures

A Threats from external sources such as
viruses and outside hackers or from
employees within the company

A Natural and man-made disasters,
including those of a political nature

Company Situation

At a time when fresh threats to corporate
and institutional computer systems are
appearing constantly, it is vital to ensure
business continuity. To this end companies
should draw up emergency contingency
plans to enable them to continue their
daily activities in all circumstances.

Drawing up a “business continuity plan”
involves analysing the potential risks and
evaluating the potential losses. According
to some studies however, up until the
2007 financial year only 35% of large
companies will have a solid business con-
tinuity infrastructure, in spite of recom-
mendations from those in charge of T in
this regard.

Hardware
Problems

Software Virus, Others

Problems Hackers, etc.

B Year 1998

As a recent examples of the aforemen-
tioned risks it is worth remembering that
some companies located in New York’s
Twin Towers disappeared after the terror-
ist attacks of 11 September because they
lacked data backups held outside those
buildings. The power cut in New York and
Canada also had major financial conse-
quences. In February 2005 the fire in the
Windsor Tower in Madrid’s financial centre
disrupted businesses and affected thou-
sands of workers; in some cases it took
up to 96 hours for some companies to
resume their normal business activities.

Armed with this information, it is clear that
expenditure on security and business con-
tinuity will grow rapidly in coming years to
reach a figure of approximately USD116
billion (EUR 91.17 billion) in 2007, accord-
ing to IDC (International Data Group), who
analyse world markets and forecast future
Internet and IT trends. Furthermore, a
report by Gartner Dataquest states that
“one out of every three North American
businesses could lose data vital to their
continuing operational ability in the event
of a disaster, unless they draw up an
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emergency contingency plan immediately”,
and “rather than prioritizing investments,
emphasis should be placed on ensuring
that businesses can recover productivity
quickly following an incident”.

As will be seen from preceding para-
graphs, the answer is to have a contingen-
¢y or business continuity plan covering the
entire organization and computer systems,
whether on paper or in electronic format.

It is 2 matter of analysing how to prepare
such a plan, who should draw it up and
monitor it and what the cost will be.

ISO 17799

ISO 17799 is a list of flexible suggestions
that assists those responsible for corpo-
rate [T security to set up an effective plan,
irrespective of size or sector.

The technical standard was purposely
designed to be flexible, without advocat-
ing any specific security solution. The
suggestions contained in ISO 17799 are
impartial as to technology and help to
assess and understand existing security
measures.

It establishes a progressive model based
on security at different stages, from which
the most appropriate should be selected
in accordance with the company’s busi-
ness.

Within the area concerned with maintain-
ing business continuity, it is advisable to
be prepared to effectively deal with busi-
ness disruption and protect assets in the
event of a natural disaster or a man-made
event.

Table 2 (see page 16) sets out a possible
means of implementing a contingency
plan which should, at a minimum, cover
the following points:
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A Classification of technological resourc-
es. Analysis and inventory of:

— Electronic equipment on which the
company relies

— Applications (accounting, administra-
tion, HR)

— Services (inter-office links, internet
access, etc.)

A Classification of logistical resources
— Fixtures and fittings
— Office equipment

A Classification of operating resources
— Description and identification of the

business carried out by the company,
highlighting key procedures

Security at different stages
ISO 17799

A Low fraud risk.
Basic Level A Absence of Personal Data.

A Low dependence on technology.

A High fraud risk.
Intermediate Level A Personal Data and legal regulation.

A High dependence on technology.

b Heightened fraud risk.
High Level b Personal Data and legal regulation.

A Fully dependent on technology.

A Information to be protected, which, if divulged,

Governmental Level

could compromise the nation’s security and defence.



— Security
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ISO 17799

Security Policy

Organizational
Security Aspects

Classification and
control of Assets

Approval
Security Relating to Personnel

Communications and
Operations Management

Systems Development
and Maintenance

A Search for potential weak points in
the existing infrastructure

— List of those responsible for the dif-

ferent areas (databases, application
servers, etc.)

— Supply of water, light, etc.

A Estimate of maximum period of
inactivity (disruption time) and maxi-
mum period that a key procedure
may be interrupted without affecting
the organization’s viability.

A Risk analysis. List of risks (human

error, sabotage, etc.) and classifica-

tion.

A |dentification of recovery times at
a minimally acceptable initial level,
and thereafter, full recovery times

Access Control

Phisycal and Environmental Security

Business Continuity
Management

for the company’s business.

A Options in the event of failure (duplication,
replication, additional backup copies)

A |dentification of procedures to be imple-
mented in the event of an incident

A Setting up a schedule for periodic
reviews and updates

A Setting up a test schedule.
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Hardware Failures: Incorrect Operation

Causes

Preventive Measures

Human Error

Causes

Preventive Measures
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Corruption of software

Preventive Measures

Viruses, Hackers and Malicious Codes

Causes

Preventive Measures

Natural and Man-Made Disasters

Causes

Preventive Measures
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Analysis of effect
on the business

Planning

Recovery Strategy

Simulations

Maintaining the Plans

Define and Document
the Continuity Strategy

Development
of the Manual for

the Continuity Plan

Approval of the Plan by

Senior Management

Test Plan

Plan maintenance
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Insurance Companies

Faced with the situation described in the
preceding paragraphs, it is necessary to
analyse what the insurance companies
can offer and on what they should base
their studies for accepting such risks. The
companies that are writing this type of
policy are those that specialize in technol-
ogy and the dot-coms, because they are
more aware of the pitfalls.

There is a lack of knowledge on the

part of policyholders on the availability

of cover. Some surveys on the exist-
ence of a policy and what is the cover
for damage caused or loss suffered to IT
systems, indicate that about 40% of the
insurance market is unaware of it. In most
cases, policies do not cover incidents
arising from earthquakes and storms.

It is also noted that about 34% did not
have any type of insurance. In order

to obtain appropriate cover, and for an
insurance company to offer it, it is neces-
sary to quantify and identify the risks to
be insured; this requires time, knowledge
and human resources.

Insurance policies covering computer
equipment fall under engineering busi-
ness, classified as “Computer Insurance”
or “Electronic Equipment Insurance”.
Purely for information purposes,
“Computer Insurance” may cover dam-
age suffered by data processing equip-
ment, in accordance with the information
given in the contracts. Damage arising
from wear and tear, installation, effects of
temperature, etc. is excluded.

Cover may be extended to costs arising
from recuperation of data due to dam-
age suffered by such items as disks and
tapes.

“At a time when fresh threats to
corporate and institutional com-
puter systems are appearing con-
stantly, it is vital to ensure busi-
ness continuity. To this end com-
panies should draw up emergency
contingency plans to enable them
to continue their daily activities in
all circumstances.”

In the basic type of policy, the cover
includes material damage to equipment,
including that to magnetic data tapes,
even in transit (caused by impact, fires
and falls).

Specifically, “Extraordinary Risk”
cover offered by the Consorcio de
Compensacion de Seguros Espariol
extends to a series of risks including
damage caused by:

A Earthquake, extraordinary floods, vol-
canic eruptions, storms, falling astral
bodies and meteorites.

A Terrorism, rebellion, revolution, riot and
popular uprising.

Other additional risks that may arise
relate to compensation for expenditure
incurred by the policyholder for rental

or use of other equipment due to inabil-
ity to access the computer room as a
result of an accident in the area of the
building or of the room housing the
insured equipment. The failure of the
public electricity supply that accidentally
interrupts the operation of the insured
equipment, giving rise to rental expendi-
ture and use of other equipment, will
also be viewed as a covered risk.

In line with the foregoing, each insur-
ance company should carry out a study
of the situation of the computer equip-
ment belonging to the company taking
out the insurance, prior to accepting the
policy. One important aspect would be
to establish whether there is a contin-
gency plan, or, without going to such
an extreme, to ask what measures are
being implemented to back up equip-
ment and what the policies are relating
to security, antivirus and detection of
hackers, as outlined in the preced-

ing paragraphs. Clearly, risk cover and
its price will depend on the level of
knowledge of these aspects and on the
action plan to avoid contingencies and
reduce costs, in addition to the period
of inactivity.

In accordance with the clauses con-
tained in the insurance contracts, a
large part of the expenditure should be
covered by the insurance companies,
although, as indicated by the surveys,
most companies are not currently aware
of the extent of available cover. l



